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Section 804:  Records

 

Date of Board Approval:  June 18, 2014 

 

804.1:  Records:  Public Records 

The Board recognizes its responsibility to maintain and protect the public records of the Board and to make these 
records available for inspection and the purchase of copies in compliance with the Indiana Access to Public Records 
Act ("APRA"). 

"Public Records" Defined and Mandatory and Discretionary Exemptions 

The public records of this Board are those records that are created, received, retained, maintained, or filed with 
the board or its officers, employees, or agents in any form including on paper and in any computer readable 
media. Certain records covered by this definition must be maintained as confidential records pursuant to I.C. 5-14-
3-4(a) unless production is ordered by a court under the rules of pre-trial discovery, while other records covered by 
this definition are subject to a discretionary exempted listed in I.C. 5-14-3-4(b). 

Protection of Public Records 

A person who recklessly, knowingly, or intentionally destroys or damages any public record commits a Class D 
felony in violation of I.C. 5-15-6-8. Public records may be destroyed when the Johnson County Commission on 
Public Records created pursuant to I.C. 5-15-6 has given written approval for the destruction of the record, or 
authority for destruction of the records is addressed by a retention schedule established and approved under I.C. 
5-15-6. 

Protection of Confidential Information in Public Records 

The Board directs the Executive Director and Board employees having custody and supervision over public records 
to protect the confidentiality of records that are not to be disclosed under I.C. 5-14-3-4(a). This includes a person’s 
Social Security Number ("SSN") which shall be redacted from any public record released unless the SSN is 
specifically required to be disclosed by a State or a Federal law or is ordered by a court under the rules of 
discovery. 

Other information that must be kept confidential includes personally identifiable information about a student 
protected by the Family Educational Rights and Privacy Act ("FERPA"), , medical or genetic information about an 
employee, and information containing a trade secret as defined in I.C. 24-2-3-2. 

Authorization to Assert Mandatory and Discretionary Exemptions 
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The Board directs the Executive Director to assert any exemption required to protect information that must be 
kept confidential pursuant to I.C. 5-14-3-4(a); and the Board authorizes the Executive Director to assert any 
discretionary exemption to the APRA, except the following information from personnel files must be disclosed: 

  
A. the name, compensation, job title, business address, business telephone number, job description, 

education and training background, previous work experience, or dates of first and last employment of 
present or former officers or employees of the Board; 

  B. information relating to the status of any formal charges against a Board employee; and 

  
C. the factual basis for a disciplinary action in which final action has been taken and that resulted in the 

employee being suspended, demoted, or discharged. 

Limited Access to Requests for Lists of Persons 

Notwithstanding any other provisions of law or this policy, the Board will not create a new list or provide a copy of 
an existing list that includes the names and addresses of persons (including e-mail addresses) in response to a 
request unless the Board is required by law to publish and disseminate the list to the public. 

However, if the Board has created a list of names and addresses of persons, it will permit a person to inspect and 
make memoranda abstracts from the list, excluding e-mail addresses unless access to the list is prohibited by law. 

Disclosure of Student Lists 

The Governing Board of Special Services, Johnson County and Surrounding Schools, in order to maintain the 
privacy of its students prohibits the disclosure of any student list to any commercial organization that intends to 
use the list for commercial purposes. "Student list" is defined as a list containing the names, addresses and/or e-
mail addresses of any or all students currently or formerly enrolled in the school corporation.  "Commercial 
organization" is defined as any entity that is a for-profit organization. “Commercial organization” does not include 
any of the “armed forces of the United States” as defined by state law.  “Commercial purpose" is defined as any 
activity that is an attempt to solicit business or profit.   

The Board also prohibits the disclosure of student lists to any individual or entity for political purposes.  “Political 
purposes” is defined as influencing the election of a candidate for federal, state, legislative, local or school board 
office or the outcome of a public question or attempting to solicit a contribution to influence the election of a 
candidate for federal, state, legislative, local, or school board office or the outcome of a public question. 

The Executive Director shall establish a procedure to be followed by all corporation employees when a request for 
a student list is made by a commercial organization or by an individual or entity for political purposes. 

Indiana law requires a high school to provide access to student directory information to recruiting representatives 
of the military services.  Military services include the U.S. Air Force, the U.S. Army, the U.S. Coast Guard, the U.S. 
Marine Corps, the U.S. Navy, any reserve component of these military forces, any service academy of these 
military forces, the Indiana Air National Guard, and the Indiana Army National Guard.  Student directory 
information for purposes of this requirement is the student’s name, address and listed or published telephone 
number.  A parent or student has the option to restrict the release of such information to the military services 
recruiting representatives upon written request to the high school principal at the end of the student’s sophomore 
year in high school. 

Under federal law, the school corporation is required to release to military recruiters upon request a secondary 
student’s name, address and telephone listing.  The parent of the student has the right to request in writing that 
such information not be released to military recruiters. 
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LEGAL REFERENCE:  I.C. 5-14-3-3(f) 
    I.C. 20-33-10-2 
    20 U.S.C. 7908 
    10 U.S.C. 503 

A request to inspect and/or receive copies of a public record in the custody of the Board may be submitted orally 
during the regular business hours in the office in which such records are maintained. A written request to inspect 
and make notes from public records in the custody of the Board may be submitted by e-mail, facsimile, or USPS 
mail. Such a request submitted outside of the regular business hours in the office in which such records are 
maintained, shall be received at the beginning of the next regularly scheduled work day in that office. 

A requesting party shall be required to describe the records sought with reasonable particularity. 

The Board Public Access Officer ("PAO") designated by the Executive Director or a Board employee acting at the 
discretion of the PAO will advise the requesting party whether any records specified in the request are available for 
inspection and copying. When the person making the request is physically present in a Board office, makes the 
request by telephone, or requests enhanced access to a record, a denial of disclosure occurs at the earlier of the 
time an employee of the Board refuses to permit inspection and copying of the requested record; or twenty-four 
(24) hours elapse after the request is received. When a request is made by mail, e-mail, or by facsimile, a denial of 
the request occurs at the earlier of the time a Board employee refuses to permit inspection and copying of the 
requested record or when seven (7) days have elapsed from the date the request was received by the Cooperative. 

The initial response to a request required by these time limitations does not need to be the final response of the 
Board to a request, but the initial response shall at least acknowledge receipt of the request and provide an initial 
assessment of the existence of records covered by the request. In preparing a final response of the Board following 
the initial response, the PAO shall comply with state law and shall take into account the other duties to be 
performed by Board employees with custody of the requested record and shall not cause or permit a material 
interference with the regular discharge of the other functions or duties of the Cooperative or its employees. 

Enhanced Access to Cooperative Records 

In order to assure the integrity of the data maintained on the Cooperative’s computer network, and protect the 
confidentiality of protected information maintained by the Cooperative, the Board will not authorize enhanced 
access to public records on its computer network. However, records that are not confidential may be viewed by a 
requesting party in paper form printed out for inspection on paper by the PAO or a Board employee acting at the 
direction of the PAO. 

Fees for Purchasing Copies of Public Records 

Board public records may be inspected without charge. Purchase of copies of public records may be made upon 
payment of a fee. The Board establishes the following fee schedule for purchase of a copy of public records. These 
fees will be uniform at all purchasers. 

Copies shall be prepared by a Cooperative employee and provided to a requesting party upon payment of a fee 
which is the greater of: 

  A. ten cents ($0.10) per page; or 

  B. the actual cost of copying the document. 

    
"Actual cost" means the cost of paper and the per-page cost for use of copying or facsimile equipment 
and does not include labor costs or overhead costs. 
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The Board will charge a fee for providing a duplicate of a computer tape, computer disc, microfilm, or similar or 
analogous record system containing a public record in the custody of the Cooperative. The fee shall not exceed the 
sum of the: 

  A. Cooperative's direct cost of supplying the information in that form; and 

  
B. standard cost of selling the same information to the public in the form of a publication if the 

Cooperative has published the information and made the publication available for sale. 

 

804.2:  Records:  Information Management 

The Governing Board recognizes its responsibility, in certain circumstances, to maintain information created, 
maintained or otherwise stored by the Cooperative outside the "Records Retention Schedule". In such situations, a 
"Litigation Hold" procedure will be utilized to identify and preserve information relevant to a specific matter. 
"Information" includes both paper documents and electronically stored information ("ESI"). When implementing 
the "Litigation Hold," the Cooperative will identify individuals in possession or custody of paper documents, ESI 
and electronic media containing ESI, and inform them of their obligation to preserve the documents and ESI 
outside the "Records Retention Schedule." The Cooperative will also identify third parties with custody or control 
over paper documents, ESI, or electronic media storing ESI, and request them to preserve that information. All 
information falling within a "Litigation Hold," which is under the control of the Cooperative, must be preserved in a 
readily accessible form and cannot be disposed of under the "Records Retention and Disposal" requirements. 
Failure to comply with a Litigation Hold notice may result in disciplinary action, up to and including possible 
termination. 

Instances where the Board must maintain information outside the "Records Retention Schedule" include: 

  
A. when the Board has specific information and/or written notice from an individual, parent or student of 

an intent to file an appeal of student discipline to State court; 

  
B. when the Board has specific information and/or written notice that litigation is imminent even though 

the litigation has not yet been filed in Federal or State court; 

  
C. when the Board is served with litigation, including, but not limited to, notice of a lawsuit in Federal or 

State court, or notice of a student disciplinary appeal to State court; 

  

D. when the Board receives specific information and/or written notification from an employee, labor 
union, or other person of an intent to file a claim against the Board, its members, employees or agents 
at an administrative agency such as the Equal Employment Opportunity Commission, Indiana 
Employment Relations Commission, U.S. Department of Education Office for Civil Rights, State 
Personnel Board of Review, or a Civil Service Commission regarding a claim against the Board, its 
members, employees or agents; 

  

E. when the Board receives specific information and/or written notification from an administrative agency 
such as the Equal Employment Opportunity Commission, Indiana Employment Relations Commission, 
U.S. Department of Education Office for Civil Rights, State Personnel Board of Review, or a Civil Service 
Commission regarding a claim against the Board, its members, employees or agents; 

  
F. when the Board receives written notification from a third party requesting that the Board maintain 

information that could be at issue in litigation or potential litigation against that third party; 

  
G. when the Executive Director recommends the termination of an employee to the Board pursuant to a 

labor contract; 

  H. when the Board explores, contemplates or initiates litigation. 
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Initiation and Removal of a "Litigation Hold" 

The Board or the Executive Director may initiate a "Litigation Hold" under this policy. If the Executive Director 
initiates a "Litigation Hold," s/he or the Board's legal counsel will notify the Board of the reason the Litigation Hold 
was instituted and its scope. When implementing a Litigation Hold, the Board or Executive Director may utilize an 
Electronically Stored Information Team ("ESI Team"). The Board's legal counsel shall be involved in implementation 
of the "Litigation Hold Procedure." 

A "Litigation Hold" shall remain in place until removed by the Board. A "Litigation Hold" may be removed when the 
litigation or administrative agency matter has been resolved or can no longer be initiated. Any information 
maintained under this policy shall fall back under the "Records Retention Schedule" once the "Litigation Hold" is 
removed. 

The Executive Director shall develop administrative guidelines outlining the procedures to be followed by Board 
members and employees when initiating and implementing a "Litigation Hold." This policy and its related 
administrative guidelines shall be posted and distributed in the manner described.

 

804.3:  Records:  Student Records 

In order to provide appropriate educational services and programming, the Governing Board must collect, retain, 
and use information about individual students. Simultaneously, the Board recognizes the need to safeguard 
student's privacy and restrict access to student’s personally identifiable information. 

“Directory information” includes, but is not limited to:  the student’s name; the name of the student’s parent or 
other family members; the address of the student or student’s family; a personal identifier, such as the student’s 
social security number or student identification number; other identifier such as the student’s date of birth, place 
of birth, and mother’s maiden name and a list of personal characteristics, including disability designation, that 
would make it possible to identify the student with reasonable certainty. 

A social security number of a student contained in the records of the school Cooperative may be disclosed if the 
record is specifically required by a State or a Federal Statute or is ordered by a court under the rules of discovery. 

DIRECTORY INFORMATION 

Each year the Executive Director shall provide public notice to students and their parents of the Cooperative's 
intent to make available, upon request, certain information known as "directory information". The Board 
designates as student "directory information": a student's name; address; telephone number; photograph; date 
and place of birth; major field of study; participation in officially recognized activities and sports; height and 
weight, if a member of an athletic team; dates of attendance; date of graduation; awards received; or scholarships. 

Directory information shall not be provided to any organization for profit-making purposes. The Executive Director 
may allow access to a school campus or give students' directory information to organizations that make students 
aware of educational or occupational options. 

Directory information concerning students shall be protected against theft, unauthorized access, alteration, 
disclosure, misuse, or invasion of privacy. Directory information concerning students shall not be left unprotected, 
shared or transferred from School Cooperative records to any place not within the control of the School 
Cooperative. This includes any laptop computer or portable storage medium. 
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The Governing Board authorizes the collecting and maintaining of student information, including, but not limited 
to: 

  A. observations and ratings of individual students by professional staff members acting within their 
sphere of competency; 

  B. samples of student work; 

  C. information obtained from professionally acceptable standard instruments of measurement such as 
interest inventories and aptitude tests, vocational preference inventories, achievement tests, 
and/or standardized intelligence tests; 

  D. verified reports of serious or recurrent behavior patterns; 

  E. rank in class and academic honors earned; 

  F. psychological tests; 

  G. custodial arrangements. 

 H. medical records relevant to student’s education 

In all cases, permitted, narrative information in student records shall be objectively-based on the personal 
observation or knowledge of the originator. 

Student records shall be available only to students and their parents, eligible students, designated school officials 
and designated school personnel, who have a legitimate educational interest in the information, or to other 
individuals or organizations as permitted by law. 

The term "parents" includes legal guardians or other persons standing in loco parentis (such as a grandparent or 
stepparent with whom the child lives, or a person who is legally responsible for the welfare of the child). The term 
"eligible student" includes any student who is eighteen (18) years of age or older, or who is enrolled in a 
postsecondary institution regardless of his/her age. 

In situations in which a student has both a custodial and a noncustodial parent, both shall have access to the 
student's educational records unless stated otherwise by court order. In the case of an eligible student, that is a 
student who is eighteen (18) years of age or older, parents will be allowed access to the records without the 
student's consent, provided the student is considered a dependent under Section 152 of the Internal Revenue 
Code. 

A "school official" is a person employed by the Board as an administrator, supervisor, teacher/instructor (including 
substitutes), or support staff member (including health or medical staff and law enforcement unit personnel); a 
person serving on the Board; a person or company with whom the Board has contracted to perform a special task 
(such as an attorney, auditor, or medical consultant); school psychologist, a contractor, consultant, volunteer or 
other party to whom the Board has outsourced a service otherwise performed by Board employees (e.g. a 
therapist); or a parent or student serving on an official committee, such as a disciplinary or grievance committee, 
or assisting another school official in performing his/her tasks (including volunteers). "Designated school 
personnel" could include, but not be limited to agents of an insurance carrier providing a defense to the 
Cooperative or its employees or agents. 

"Legitimate educational interest" shall be defined as a "direct or delegated responsibility for helping the student 
achieve one (1) or more of the educational goals of the Cooperative" or if the record is necessary in order for the 
designated school personnel official to perform an administrative, supervisory or instructional task for the 
Cooperative or to perform a service or benefit for the student or the student’s family. The Board directs that 
reasonable and appropriate methods (including but not limited to physical and/or technological access controls) 
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are utilized to control access to student records and to make certain that school officials obtain access to only 
those education records in which they have legitimate educational interest. 

The Board authorizes the administration to: 

  A. forward student records including disciplinary records with respect to suspensions and 
expulsions upon request to a private or public school or school Cooperative in which a student 
of this Cooperative seeks or intends to enroll, or is instructed to enroll, on a full-time or part-
time basis, upon condition that:  

  1. a reasonable attempt is made to notify the student's parent or eligible student of the 
transfer (unless the disclosure is initiated by the parent or eligible student; or the Board's 
annual notification –Notice of Procedural Safeguards- includes a notice that the Board will 
forward education records to other agencies or institutions that have requested the 
records and in which the student seeks or intends to enroll or is already enrolled so long as 
the disclosure is for purposes related to the student's enrollment or transfer); 

  2. the parent or eligible student, upon request, receives a copy of the record; and 

  3. the parent or eligible student, upon request, has an opportunity for a hearing to challenge 
the content of the record; 

  B. provide "personally-identifiable" information to appropriate parties, including parents of an 
eligible student, whose knowledge of the information is necessary to protect the health or 
safety of the student or other individuals, if there is an articulable and significant threat to the 
health or safety of a student or other individuals, considering the totality of the circumstances; 

  C. request each person or party requesting access to a student's record to abide by the Federal 
regulations concerning the disclosure of information to a third party; 

  D. report a crime committed by a child to appropriate authorities, and, with respect to reporting 
a crime committed by a student with a disability, to transmit copies of the student's special 
education and disciplinary records to the authorities for their consideration;  

  E. disclose personally identifiable information from education records, without consent, to 
organizations conducting studies "for, or on behalf of" the Cooperative for purposes of 
developing, validating or administering predictive tests, administering student aid programs, 
or improving instruction; 

  Information disclosed under this exception must be protected so that students and parents 
cannot be personally identified by anyone other than representative(s) of the organization 
conducting the study, and must be destroyed when no longer needed for the study. In order 
to release information under this provision, the Cooperative will enter into a written 
agreement with the recipient organization that specifies the purpose of the study.  

  While the disclosure of personally identifiable information without consent is allowed under 
this exception, it is recommended that whenever possible the administration either release 
de-identified information or remove the students’ names and social security identification 
numbers to reduce the risk of unauthorized disclosure of personally identifiable information. 

  F. disclose personally identifiable information from education records without consent, to 
authorized representatives of the Comptroller General, the Attorney General, and the 
Secretary of Education, as well as state and local educational authorities. The disclosed 
records must be used to audit or evaluate a federal or state supported education program, or 
to enforce or comply with federal requirements related to those education programs. A 
written agreement between the parties is required under this exception. 

  The Cooperative will verify that the authorized representative complies with FERPA 
regulations. 
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 G. disclose or report educational records to a State or local juvenile agency when the disclosure or 
reporting relates to the ability of the juvenile justice system to serve, before adjudication, the 
student whose records are being released; and the juvenile justice agency receiving the 
information certifies, in writing, that the agency or individual receiving the information has 
agreed not to disclose it to a third party, other than other juvenile justice agency, without the 
consent of the child's parent, guardian, or custodian. 

  A disclosure or reporting of educational records concerning a child who has been adjudicated as 
a delinquent child shall be treated as related to the ability of the juvenile justice system to serve 
the child before adjudication if the agency provides documentation to the School Cooperative 
that the agency seeks the information in order to identify and intervene with the child as a 
juvenile at risk of delinquency rather than to obtain information solely related to the 
supervision of the child as an adjudicated delinquent child. 

The school shall keep the records confidential. However, the confidentiality order does not prohibit the school 
from forwarding the juvenile records to another school or a person if a parent, guardian, or custodian of the child 
consents to the release of the juvenile court records to the person. 

The Cooperative will comply with a legitimate request for access to a student's records within a reasonable period 
of time but not more than forty-five (45) days after receiving the request or within such shorter period as may be 
applicable to students with disabilities. Upon the request of the viewer, a record shall be reproduced, unless said 
record is copyrighted, and the viewer may be charged a fee equivalent to the cost of handling and reproduction. 
Based upon reasonable requests, viewers of education records will receive explanation and interpretation of the 
records. 

The Cooperative shall maintain a record of those persons to whom information about a student has been 
disclosed. Such disclosure records will indicate the student, person viewing the record, information disclosed, date 
of disclosure, and date parental/eligible student consent was obtained (if required). 

Only "directory information" regarding a student shall be released to any person or party,  without the written 
consent of the parent; or, if the student is an eligible student, the written consent of the student, except those 
persons or parties stipulated by the Cooperative's policy and administrative guidelines and/or those specified in 
the law. 

Parents and eligible students may refuse to allow the Cooperative to disclose any or all of such "directory 
information" upon written notification to the Cooperative within fourteen (14) days after receipt of the Executive 
Director’s annual public notice. 

Whenever consent of the parent(s)/eligible student is required for the inspection and/or release of a student's 
health or education records or for the release of directory information, either parent may provide such consent 
unless specifically stated otherwise by court order. 

The Cooperative may disclose "directory information" on former students without consent of the parent(s)/eligible 
student, unless the parent or eligible student previously submitted a request that such information not be 
disclosed without their prior written consent. 

The Executive Director shall prepare procedures to ensure that students and parents are adequately informed 
each year regarding their rights to: 

  A. inspect and review the student's education records; 

  B. request amendments if the record is inaccurate, misleading, or otherwise in violation of the 
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student's privacy rights; 

  C. consent to disclosures of personally-identifiable information contained in the student's education 
records,  

  D. challenge Board noncompliance with a parent’s request to amend the records through a hearing; 

  E. file a complaint of Cooperative noncompliance with the United States Department of Education; 

  F. obtain a copy of the Cooperative's policy and administrative guidelines on student records. 

The Executive Director shall also develop procedural guidelines for informing Cooperative employees of the 
Federal and State laws concerning student records. 

Any entity receiving personally identifiable information pursuant to a study, audit, evaluation or 
enforcement/compliance activity must comply with all FERPA regulations. Further, such an entity must enter into a 
written contract with the Board delineating its responsibilities in safeguarding the disclosed information. 
Specifically, the entity must demonstrate the existence of a sound data security plan or data stewardship program, 
and must also provide assurances that the personally identifiable information will not be re-disclosed.  Further, the 
entity conducting the study, audit, evaluation, or enforcement/compliance activity is required to destroy the 
disclosed information once it is no longer needed or when the time frame for the activity has ended, as specified in 
its written agreement with the Board. 

 

804.4:  Records:  Disclosure of Student List 

The Governing Board, in order to maintain the privacy of  students prohibits the disclosure of any student list to 
any commercial organization which intends to use the list for commercial purposes. "Student list" is defined as a 
list containing the names and addresses of any or all students currently served by the Cooperative.  "Commercial 
organization" is defined as any entity which is a for-profit organization. "Commercial organization" does not 
include any of the "armed forces of the United States" as defined by State law. "Commercial purpose" is defined as 
any activity which is an attempt to solicit business or profit. The Governing Board recognizes the need to disclose 
directory information designed to assist students in pursuing postsecondary education, requests to contact 
individual students by elected representatives, official request that enable governmental agencies to provide 
students with entitled benefits and to allow for the accounting of alien residents. Any other governmental request 
for student information not mandated by statutory law will not be approved without the recommendation of the 
Executive Director and the authorization of the Board. The Executive Director shall establish a procedure to be 
followed by all Cooperative employees when a request for a student list is made by a commercial organization. 

I.C. 5-14-3-4(c), 20-10.1-29-1

 

804.5:  Records:  Confidentiality 

It is the policy of the Board that when the Cooperative receives in trust from a public agency information identified 
as confidential (whether such information is confidential by the Indiana Code, Common Law, Privilege Case Law or 
Federal Law), the Cooperative will maintain the confidentiality of said information to prohibit its unauthorized 
disclosure. 

This policy applies only to identified confidential information received from a public agency. However, under the 
Family Educational Rights and Privacy Act, anything that is made part of the student's records will be sent to a 
receiving School Corporation with notice to the parent.
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804.6:  Records:  Security Breach of Confidential Databases 

It is the policy of the Governing Board that when unauthorized access or acquisition of data occurs, which would 
compromise the confidentiality or security of personal information maintained by the Cooperative on a database, 
the Cooperative will take appropriate action to assess the risk, and notify the affected individuals in accordance 
with law. 

Scope 

This policy applies to any security breach involving employees, consultants, vendors, contractors, outside agencies 
and employees of such agencies, and any other parties having a business relationship with the Cooperative and 
handling personal information on the Cooperative's behalf. It is expected that those offices, individuals or entities 
operating, maintaining, and using databases containing personal information will effectively control access to the 
databases to protect against unauthorized access, acquisition, modification, use or disclosure of personal 
information. 

Security Breach and Personal Information – Definitions 

A "security breach" means the unauthorized access to and acquisition of computerized data that compromises the 
security or confidentiality of personal information owned or licensed by the Cooperative and that: 

  
A. causes a material risk of identity theft or other fraud to the person or property of a resident of the 

State; 

  
B. reasonably is believed to have caused a material risk of identity theft or other fraud to the person or 

property of a resident of the State; or 

  
C. reasonably is believed will cause a material risk of identity theft or other fraud to the person or 

property of a resident of the State. 

Unauthorized access of information will not be considered a security breach if: 

  A. the employee or agent acted in good faith in accessing the data; 

  
B. the access was related to the activities of the Cooperative or the employee's or agent's job-related 

duties; and 

  
C. the employee or agent did not use the personal information for an unlawful purpose or subject the 

information to further unauthorized disclosure. 

Also, the acquisition of personal information pursuant to a search warrant, subpoena, or other court order, or 
pursuant subpoena, order or duty of a regulatory State agency, will not be considered a security breach. 

For purposes of this policy, personal information means an individual's name, consisting of the individual's first 
name or first initial and last name, in combination with and linked to any one or more of the following (when the 
information is not encrypted, redacted, or altered by any method or technology in such a manner that the 
information is effectively obscured or unreadable): 

  A. Social Security number; 

  B. driver's license number or State identification card number; and/or 
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C. account number or credit or debit card number, in combination with and linked to any required security 

code, access code, or password that would permit access to an individual's financial account. 

Discovery of Security Breach and Notification 

If an employee suspects, discovers and/or determines that a security breach has occurred, the employee shall 
promptly notify his/her immediate supervisor and the Executive Director, in writing. 

The Executive Director shall determine and implement the steps necessary to correct the unauthorized access and 
requirements for notifying those individuals whose personal information may have been compromised. 

The Executive Director shall develop and implement administrative guidelines related to this policy.

 


