
 

 Policy Series 800, Section 803:  Page 1 of 10 
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POLICY SERIES 800:  OPERATIONS 

 

Section 803:  Technology

 

Date of Board Approval:  June 18, 2014 

 

803.1:  Technology: Computer Technology and Networks 

The Governing Board is committed to the effective use of technology to both enhance the quality of student 
learning and the efficiency of Cooperative operations. It also recognizes that safeguards have to be established to 
ensure that the Cooperative's investment in both hardware and software is achieving the benefits of technology 
and inhibiting negative side effects. 

The Executive Director is directed to establish administrative guidelines not only for proper acquisition of 
technology but also to provide guidance to staff and students concerning making appropriate and ethical use of 
the computers and other equipment as well as any networks that may be established. The responsibility for the 
educational value of Internet access is to be the joint responsibility of school staff, the students with access to the 
Internet, and their parents. 

Such guidelines shall also ensure that parents are provided the option to request alternative activities not requiring 
Internet access. 

The Executive Director shall establish appropriate procedures to inform both staff and students about disciplinary 
actions that will be taken if Cooperative technology and/or networks are abused in any way or used in an illegal or 
unethical manner. 

This policy and the guidelines and agreements established by the Executive Director are to be made available for 
review by parents, members of the staff, and members of the community. 

The provisions of this policy and associated guidelines and agreements are subordinate to local, State, and Federal 
law.

 

803.2:  Technology: Technology Privacy 

The Governing Board recognizes its staff members' right to privacy in their personal lives. This policy serves to 
inform staff members of the Cooperative's position with respect to staff-member privacy in the educational and 
workplace setting and to protect the Cooperative's interests. 

All computers, telephone systems, electronic mail systems, and voice mail systems are the Cooperative's property 
and are to be used primarily for business purposes. The Cooperative retains the right to access and review all 
electronic and voice mail, computer files, data bases, and any other electronic transmissions contained in or used 
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in conjunction with the Cooperative's computer system, telephone system, electronic mail system, and voice mail 
system. Staff members should have no expectation of privacy in any information contained on such systems.  

Review of such information may be done by the Cooperative with or without the staff member's knowledge.  All 
passwords or security codes must be registered with the Cooperative. A staff member's refusal to permit such 
access may be grounds for discipline up to and including discharge. 

Computers, electronic mail, and voice mail are to be used for business and educational purposes. Personal 
messages via Cooperative-owned technology should be limited in accordance with the Executive Director's 
guidelines. Staff members are encouraged to keep their personal records and personal business at home. 

Because the Cooperative's computer and voice mail systems are to be used primarily for business and educational 
purposes, staff members are prohibited from sending offensive, discriminatory, or harassing computer, electronic, 
or voice mail messages. 

The Cooperative is interested in its resources being properly used. Review of computer files, electronic mail, and 
voice mail will only be done in the ordinary course of business and will be motivated by a legitimate business 
reason. If a staff member's personal information is discovered, the contents of such discovery will not be reviewed 
by the Cooperative, except to the extent necessary to determine if the Cooperative's interests have been 
compromised. Any information discovered will be limited to those who have a specific need to know that 
information. 

The administrators and supervisory staff members authorized by the Executive Director have the authority to 
search and access information electronically. 

All computers and any information or software contained therein are property of the Cooperative.  Staff members 
shall not copy, delete, or remove any information or data contained on the Board's computers/servers without the 
express permission of the Executive Director or designee or communicate any such information to unauthorized 
individuals. In addition, staff members may not copy software on any Cooperative computer and may not bring 
software from outside sources for use on Cooperative equipment without the prior approval of the technology 
director. Such pre-approval will include a review of any copyright infringements or virus problems associated with 
such outside software.

 

803.3:  Technology: Cooperative Web Page 

The Governing Board authorizes the creation of a website for the School Cooperative to be published on the World 
Wide Web.  The website must reflect the professional image of the Cooperative.  The content of all pages must be 
consistent with the Cooperative’s Mission Statement and is subject to prior approval of the Executive Director. 

The purpose of the web site is to educate, inform, and communicate. 

All links included on the pages must also meet the above criteria and comply with State and Federal law (e.g. 
copyright laws, Children's Internet Protection Act). 

Under no circumstances is a web site to be used for commercial purposes, advertising, political lobbying, or to 
provide financial gains for any individual. 

Pages should reflect an understanding that both internal and external audiences will be viewing the information. 
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Access to the Cooperative's Website (www.ssjcs.k12.in.us) is encouraged. 

The following resources shall be available on the Cooperative's website: 

  A. the Cooperative's calendar of events 

  B. Board agendas and minutes 

  C. e-mail address of SSJCSS staff 

The Board encourages employees, parents, students, and community members to check the Cooperative's website 
regularly for changes to these resources and for the addition of other resources. Some resources may require a 
user name and password, or a login procedure due to the personally identifiable nature of the information 
provided through that resource. 

The Executive Director shall prepare administrative guidelines defining the standards permissible for web-site use.

 

803.4:  Technology: Electronic Data Processing Disaster Recovery Plan 

The Governing Board is committed to maintaining and protecting the Cooperative’s Information System. The Board 
believes that a complete and accurate Information System which includes educational, student, fiscal and 
personnel information is vital to the Board’s ability to deliver uninterrupted educational service to the community 

it represents. To that end, the Executive Director or Designee, shall develop, test and maintain an Electronic 
Data Processing Disaster Recovery Plan for use in the event a disaster should disable the Cooperative’s 

electronic data processing equipment. 

The Plan may include: 

  A. adequate equipment insurance; 

  B. a list of the applications that are used by the Cooperative; 

  C. procedures used to backup all programs and data on a daily, monthly, quarterly and year-end basis; 

  D. backup storage off-site; 

  
E. maintenance agreements for hardware and software (including, but not limited to the operating 

system); 

  
F. a list of vendor contacts to be called for the immediate replacement of disabled equipment or 

corrupted software; 

  
G. as a last resort, the procedure to create payroll checks and budgetary checks, and perform other 

necessary accounting functions, manually. 

 

803.5:  Technology: On-Site Access to the Cooperative’s Network 

Cooperative Board members, employees, and/or students, as well as contractors and/or vendors of the 
Cooperative may use their personal computer or web-enabled device of any type to access the Cooperative's 
server and internal network while they are on-site at any Cooperative facility, provided the computer and web-
enabled device meets the established standards for equipment used to access said server and network, and the 
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individual granted access complies, without exception, with the established standards for appropriate use of the 
Cooperative's server and network. 

The necessary standards for connecting to the Cooperative's server and network shall be developed. Access to the 
standards for connecting to the Cooperative's server and network using a personal computer or web-enabled 
device of any sort shall be provided upon request for all to whom this policy applies. 

Establishment, and subsequent enforcement, of the standards is intended to minimize the potential exposure to 
the Cooperative from damages, including, but not limited to, the loss of sensitive Cooperative data, illegal access 
to confidential data, damage to the Cooperative's intellectual property, damage to the Cooperative's public image, 
and damage to the Cooperative's critical internal systems, from unauthorized use. 

Any Board member, employee, student, contractor, and/or vendor of the Cooperative who violates the established 
standards, who violates the Cooperative's Acceptable Use policy, or who accesses the server and network without 
authorization shall be subject to disciplinary action, up to and including expulsion, if a student, termination of 
employment if a Cooperative employee, denial of access if a Board member, or cancellation of the contract with 
the Cooperative if a contractor, vendor or agent. Further, the Board member, employee, student, contractor, 
and/or vendor of the Cooperative who violates the established standards or who violates the Cooperative's 
Acceptable Use policy may be denied access to the Cooperative's server and network in the future.

 

803.6:  Technology: Remote Access to Cooperative’s Network 

Board members, Cooperative employees, students, as well as contractors and/or vendors of the Cooperative are 
NOT permitted to use their personally-owned or Cooperative-owned computer or workstation and/or web-
enabled devices of any type to remotely (i.e. away from Cooperative property and facilities) access the 
Cooperative's server and thereby connect to the Cooperative's Network. 

 

803.7:  Technology: Use of Board Owned Wireless Communication Devices 

The Governing Board may provide wireless communication devices ("WCDs") (i.e. cellular and wireless telephones, 
WiFi-enabled tablet or device, etc.) to employees who by the nature of their job have a routine and continuing 
business need for the use of such devices for official Board business. WCDs are provided as a tool to conduct Board 
business and to enhance business efficiencies.  

The Executive Director is authorized to designate those staff members who will be issued a Board-owned WCD and 
provided with a wireless service plan. 

An annual review of the service plans available shall be made to determine if the Cooperative's wireless service 
plans are the most economical and responsible available.  

Possessing a Board-owned WCD is a privilege and all employees are expected to use them appropriately and 
responsibly.  

Duty to Maintain Confidentiality of Student Personally Identifiable Information; Public and Student Record 
Requirements 

Employees are subject to all applicable policies and guidelines pertaining to protection of the security, integrity 
and availability of the data stored on their Board-owned WCDs. 
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Wireless communications, including calls, text messages, instant messages, and e-mails sent from WCDs may not 
be secure. Therefore, employees should use discretion in relaying confidential information, particularly as it relates 
to students. 

Additionally, wireless communications, including text messages, instant messages and e-mails sent and/or received 
by a public employee or school official using their Board-owned WCD may constitute public records if the content 
of the message concerns Cooperative business or an education record if the content includes personally 
identifiable information about a student. Wireless communications that are public records are subject to retention 
and disclosure, upon request, in accordance with the Board Policy regarding Public Records. Wireless 
communications that are student records should be maintained pursuant to Board Policy regarding Student 
Records. Finally wireless communications and other electronically stored information (ESI) stored on the staff 
member's Board-owned WCD may be subject to a Litigation Hold pursuant to Board Policy regarding Information 
Management.  Staff is required to comply with Cooperative requests to produce copies of wireless 
communications in their possession that are either public records or education records, or that constitute ESI that 
is subject to a Litigation Hold. 

Except in emergency situations, employees are prohibited from using WCDs to capture, record or transmit the 
words (i.e. audio) and/or images (i.e. pictures/video) of any student, staff member or other person in the school or 
while attending a school-related activity, without express prior notice and explicit consent for the capture, 
recording or transmission of such words or images. Using a WCD to take or transmit audio and/or pictures/video of 
an individual without his/her consent is considered an invasion of privacy and is not permitted, unless authorized 
by the building principal or Executive Director. 

At no time may any WCD be utilized by an employee in a way that might reasonably create in the mind of another 
person an impression of being threatened, humiliated, harassed, embarrassed or intimidated. 

Employee's Responsibilities 

Employees are responsible for the safekeeping, care and custody of the WCDs assigned to them. Further, 
employees are responsible for the cost of misuse, intentional damage or reckless loss of the WCDs provided to 
them. The Cooperative does not provide or purchase insurance to allow for loss or damage to its WCDs. 

Reasonable precautions should be taken to prevent unauthorized use/access to, or loss, damage, theft and/or 
vandalism to said devices. Upon resignation or termination of employment, or at any time upon request, the 
employee may be asked to produce the WCD for return or inspection. Employees unable to present the device in 
good working condition within the time period requested (e.g. twenty-four (24) hours) might be expected to bear 
the cost of a replacement. Employees who separate from employment with outstanding debts for equipment loss 
or unauthorized charges will be considered to have left employment on unsatisfactory terms and may be subject 
to legal action for recovery of the loss. 

WCDs may not be transferred to any other employee without prior notification and approval of the Executive 
Director. Employees provided with a WCD understand that the WCD is owned by the Board. Any alteration or 
switching of WCDs must be approved in advance by the Executive Director. 

Cellular telephone numbers provided by the Board, via contract with a wireless service provider/vendor, are 
considered business numbers of the Cooperative which shall remain and belong to the Board for its use, unless 
otherwise changed by the service provider/vendor or as mandated by the Federal Communications Commission. 

The Executive Director reserves the right to audit all Board-owned WCDs, which will include but not be limited to, 
a review of the detailed monthly statement upon submission after the requisite review by the employee. The 
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detailed monthly service statements for all Board-owned WCDs as well as invoices and payment documents 
related to these accounts are public records and, as such, may be subject to disclosure and review. 

Potential Disciplinary Action/Cancellation of Board-Owned WCD 

Violation of this policy may constitute just cause for disciplinary action up to and including termination. Use of the 
WCD in any manner contrary to local, State or Federal laws will constitute misuse, and will result in the Board 
immediately canceling the employee's privilege to use a Board-owned WCD and return the device.

 

803.8:  Technology: Acceptable Use of Internet/Use of Filtering Software 

Special Services, Johnson County and Surrounding Schools (SSJCSS) is committed to the effective use of 
technology to enhance the quality of student learning and the efficiency of SSJCSS operations. It also 
recognizes that safeguards have to be established to ensure that SSJCSS's investment in both hardware and 
software is achieving the benefits of technology and inhibiting negative side effects. The goal in providing 
these services is to promote educational excellence by facilitating resource sharing, innovation and 
communication. The educational value of the Internet is the joint responsibility of students, parents and 
SSJCSS employees. 

This policy is established not only for proper acquisition of technology but also to ensure that staff and 
students are making appropriate and ethical use of the computers and other equipment as well as any 
networks that may be established. The AUP is available in the Technology Department, on the network and 
on the SSJCSS web site. A copy of the AUP will be provided to all new employees. 
 
The provisions of this policy are subordinate to local, state and federal law.  Students who do not abide by the AUP 
may suffer disciplinary action.  Employees who do not abide by the AUP may also suffer disciplinary action, 
including, but not limited to, termination of their employment. 

TELECOMMUNICATIONS 
Today's accessibility to computers and people all over the world brings with it the availability of material that 
may not be considered to be of educational value. On a global network it is  impossible to control all 
materials and information. Eventually users may discover some information to be controversial, vulgar or 
otherwise inappropriate. Although SSJCSS has incorporated Internet filtering software, there are no guarantees 
the user cannot access inappropriate sites. The educational benefits of the Internet far outweigh the 
negative possibilities. 
 

Children's Internet Protection Act (CIPA) 
SSJCSS complies with the Children's Internet Protection Act by using filtering, tracking, and firewall 

technologies to monitor Internet activity.  The Cooperative recognizes its responsibility to educate students 

regarding appropriate behavior on social networking and chat room sites about cyber bullying.  Therefore, 

students shall be provided instruction about appropriate online behavior, including interacting with other 

individuals on social networking sites and in chat rooms and cyber bullying awareness and response.  

Student internet activities will be monitored by the co-op to ensure students are not accessing inappropriate 

sites.  Each cooperative computer with internet access shall have a filtering device or software that locks 

access to visual depictions that are obscene, pornographic, inappropriate for students, or harmful to minors. 

 

Terms and Conditions 

The Technology Department will provide technology components including hardware, software, access to 

the network and the Internet. 
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The Technology Department has the responsibility to monitor and maintain security on all technology. All 
computers, telephone systems, electronic systems and voicemail systems are the property of SSJCSS. SSJCSS 
retains the right to access and review all components of these systems. Students and employees should 
have no expectation that any information contained on or in any of these systems is confidential or private. 
Information may be reviewed with or without student or employee knowledge or permission. The use of 
passwords does not guarantee confidentiality and SSJCSS retains the right to access informa tion in spite of the 
existence of a password. 

When accessing the Internet via a SSJCSS networked computer, every site visited and the duration of time 
spent at each site is logged and tracked based on the user's login and the computer that is being used. 

 

Review of any logs, technologies and systems will only be done in the ordinary course of business for a legitimate 
reason. Searching for inappropriate use is a legitimate reason to review any logs, technologies, systems, 
computers or voicemails. Any information discovered would be limited to those who have a specific need 
to know that information. Administrators and supervisory staff authorized by the Director have the 
authority to search and access information electronically. 

 

 1. Account Use: 

 
 Each technology user in SSJCSS will be provided all necessary accounts. Accounts will be 

maintained and monitored by the Technology Department. 

 
 A. Users are responsible for their accounts and should take appropriate measures to prevent 

unauthorized access to their account(s) and equipment. 

  B. Use of another user's account(s) is prohibited. 

  C. Account passwords are to be distributed only to the individual account user. 

  D. Copying, changing, reading or using files of another user without their consent is prohibited. 

  E. Unauthorized access to system programs or computer equipment is prohibited. 

  F. A student must have permission to use computer equipment and software. 

  G. Students are not to use adult workstations without prior permission. 

  H. Upon parent request, students will be provided activities that do not require Internet use. 

 

 I. Mass storage devices (CD, DVD, USB, etc.) may be used for personal and professional 
purposes.  However, they are never to be used for storage, transfer, or use of materials that 
are inappropriate, illegal or in violation of copyright laws.  The users creating or in possession 
of mass storage devices containing such material will be responsible for it. 

   

 2. Privileges:  

 

 The use of SSJCSS technological systems is a privilege, not a right, and is subject to regulation, 
inspection, denial and discipline for misuse. The individual user accepts the responsibility for the 
ramifications and consequences of any inappropriate use of the account, and further accepts that the 
attitudes and perceptions of others can determine appropriateness. 

   

 3. Acceptable Use: 

 

 Use of network accounts should pertain to educational research or communications consistent with 
SSJCSS educational objectives and policies. Therefore, Internet access will be limited to educationally 
appropriate sites during all assigned instructional or supervisory times.  Personal use of accounts within 
the confines of the AUP may occur before or after the user’s instructional/work day, during any duty 
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free time, or on days that the building is not open.  The user, with the understanding that he or she may 
need to justify the site(s) to a peer, administrator, parent or the general public, determines 
educationally appropriate sites. Transmission of any material in violation of any U.S. or state regulation 
is prohibited at all times. Furthermore, students and employees are strictly prohibited from 
transmitting material that is copyrighted, threatening or obscene, or may be construed as political 
lobbying. At no time are SSJCSS accounts to be used to receive or transmit any form of digital, 
electronic, tape or wireless transmission of material containing obscene, vulgar, threatening or 
inappropriate material. 

   

 4.  Software Policies: 

  Software installation is the loading of a computer program(s) on workstations or network. 

 

 A. Software Programs: 
1.  The Technology Department must be notified and grant permission prior to the loading of 

programs onto school owned equipment. SSJCSS is not responsible for programs not 
approved or for any problems caused by or related to such programs. The Technology 
Department reserves the right to delete any programs or files. 

 
 2. Unless otherwise stated in the software's license agreement, users cannot legally load 

licensed software on more than one computer/device or onto the network. 

   

 

 B. Purchasing Policies: 
1. The Technology Department must be informed of and approve all potential software and 

App purchases intended for any SSJCSS workstation, iPad or network installation. 
 
2.  The software documentation/license will be maintained by the technology department. 

   

 5. Web Page Policies: 

 
 The purpose of web sites is to create a technology rich environment that provides opportunities within 

the school community to communicate,  gather and process information. The following criteria should 
be used to guide the development of web sites: 

 
 A. Educate: 

Content provided in the web site should be suitable for and usable by students, teachers and 
parents. 

 
 B. Inform: 

 Content may inform the community about the school, teachers, or departments, including 
information about events, policies, members and other SSJCSS related events and activities. 

 

 C. Communicate: 
 Content may provide an avenue to communicate with the community. The information 

contained on the web site should reflect and support SSJCSS's Mission Statement. All links 
included on the pages must also meet the above criteria and comply with State and Federal 
law (e.g. copyright laws, FERPA and CIPA). 

 
 D. Group Pictures: 

 Group photographs of a general nature may be used on the Internet for legitimate school 
purposes. A group picture is two or more people without any individual identifying description. 

 
 E. Student and Employee Information: 

 Web site(s) are not to provide personal information about students without written permission 
from the student's parent or guardian. Employees may provide personal information about 
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themselves at their own discretion. 

   

 

6. Network Etiquette: 
Users are expected to abide by the generally accepted rules of network etiquette. It is expected that 
staff members will provide guidance and instruction to students in the appropriate use of the Internet. 
These include, but are not limited to, the following: 

 
 A. Any speech transmitted by the use of a school computer does not constitute speech in a 

"Public Forum" and is subject to regulation by the administration. 

 

 B. Students and employees must use proper and courteous written language in messages. 
Vulgarities or any other inappropriate language is not allowed. Messages shall not contain 
profanity, obscene comments, sexually explicit material, or expressions of bigotry, racism, 
violence, threats or hate. All communications (i.e. list serves, e-mail, instant messaging, etc.) 
containing any material listed above are prohibited. 

 

 C. Students are prohibited from broadcasting, instant messaging or chatting with other users 
inside or outside of the SSJCSS network unless given explicit permission by the Technology 
Department. 

 
 D. It is prohibited to access, upload, download or distribute violent, threatening, pornographic, 

obscene, sexually explicit or inappropriate materials. 

 

 E. Students shall not reveal personal information about themselves or others. If it is deemed 
necessary for employees or students to reveal student personal information, written 
permission from the student's parent or guardian must be obtained. 

 

 F. Employees may provide personal information about themselves at their own discretion. 
Employees are not to provide protected information about other employees without 
permission from that employee. Public information about employees that may be provided by 
other employees includes name, position, grade or subject taught, e-mail address, phone 
number of school/building, office/classroom,  extra-curricular responsibilities and verification 
of employment. 

 

 G. Electronic mail (e-mail) is available to most school employees. E-mail is not private and can be 
examined by the System Administrator when necessary. E-mail relating to, or in support of, 
illegal activities shall be reported to the authorities. The forwarding of chain letters is 
prohibited without the consent of the recipient(s). 

 

 H. The network shall not be used in such a way as to disrupt its use by others. Communications 
and information accessible via the network is the property of SSJCSS and is not the private 
property of any individual. 

 

 I. Copying, downloading, etc., without the implied or direct permission of the provider or in 
violation of any state or federal law, including copyright laws, is prohibited and may result in 
disciplinary action. 

 

 J. Although users are encouraged to use shared drives established by the Technology 
Department for cooperative work (e.g. Google Drive and Drop Box), the process of enabling file 
sharing via the internet is prohibited.  This includes any web based software such as Limewire 
and Frostwire. 

 7. Warranties and Responsibilities: 

 
 SSJCSS makes no warranties of any kind, whether expressed or implied, for the services it provides. 

SSJCSS will not be responsible for any damages suffered for any reason, including loss of data for any 
reason. Use of any information obtained via the network is at the users own risk. SSJCSS is not 
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responsible for the accuracy or quality of information obtained through this service. 

   

 8. Vandalism: 

 

 Vandalism is defined as any attempt to harm or destroy data or equipment. This includes, but is not 
limited to: the creating or transferring of computer viruses, changing of system defaults or passwords, 
destroying network data or damaging computer equipment. Anyone responsible for vandalism is 
subject to denial of privileges, discipline, and repair or replacement cost. 

   

 9. Commercial Use by Students: 

 
 Goods and services purchased by students via the Internet could result in unwanted financial 

obligations for which students and their parents or guardians may be liable. 

   

 10. Indemnification: 

 

 In consideration of SSJCSS providing the user with access to computer equipment, software, and the 
network, employees, students and student's parents and guardians agree to hold SSJCSS harmless. All 
parties involved agree to indemnify SSJCSS from any and all liability; loss or damages SSJCSS may suffer 
as a result of claims, demands, attorney's fees, costs or judgments against SSJCSS arising out of the 
user's violation of this policy. 

   

 11. Consequences: 

 
 Violations of this policy may result in disciplinary action by SSJCSS. Additionally, there are criminal 

offenses addressing computer tampering and dealing with theft and criminal mischief which may be 
applicable to any violation of this policy.   

 


